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Introduction

A risk management process and assessment that delivers a holistic and systematic approach to risk
management is a critical part of an effective Information Security Management Plan. It is also mandated
by the FTC Safeguards rule which itself is required by the Department of Education. The goal of the risk
assessment is to identify, categorize, and prioritize remediation of risks to achieve business alignment.
This enables work to be effectively triaged to deliver the best results, i.e. maximum risk reduction, at an
optimum cost.

Put another way Risk Management is about making the most of the information that you have available
to reduce the likelihood and impact of incidents and continually improving that information over time.

Objective

The objective of this policy is to define how IT security risk will be managed at the University. This
includes the risk identification, assessment, mitigation, and ongoing management as part of the
Universities Information Security Management Plan. Additionally, the roles and responsibilities will be
defined.

Policy Statement

General

The risk management process consists of four parts:

Identification of Universities assets and services

Identification of control and system vulnerabilities or weaknesses and likely threats that could
exploit them to establish a risk

Identification of Mitigating measures or control improvements

Prioritization of the improvements based on risk removal
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At least once a year this process is repeated following the classic Deming Quality Improvement Cycle of
Plan, Do, Check, Act, cycle or the NIST Categorize, Select, Implement, Assess, Authorize, Monitor and
Preparation framework. The goal is to continually reassess and measure the effectiveness of control
implementation and feed that back into the work cycle.

Definitions

The following terms are used during the risk management process and procedure:

1. Vulnerability — A weakness or configuration that can be exploited by an adversary or threat actor
to compromise the confidentiality, integrity, or availability of university computer systems.

Threat — The attack type actor and or attack vector. These range from internal misconfiguration
through malicious insider actions to script kiddie, organized crime, and nation state actors.

Risk — Calculated simply as the Threat * Vulnerability. It expresses the likelihood and impact.
Remediation — The actions taken to block or prevent or detect the risk event early thereby
reducing its impact.

Control Framework — The definition of controls or measures that the University will put in place to
reduce the overall risk to operations.
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Roles and Responsibilities



The following are the key responsibilities in the risk management process:

1.

2.

CIO, CISO, or Qualified Individual is accountable for:

¢ Ownership and improvement of the risk management policy and process

Ensuring the execution of the Risk Management process at least annually and on discovery of

significant new threats, vulnerabilities, or changes in the IT landscape.

o Definition of the system boundary for which risk management is to be performed.

e Communicating the overarching risk position at least annually to the Executive team and
Management Board and on any significant change.

¢ Defining the acceptable level of IT Security Risk for each system or portfolio of systems under
guidance from the executive team and board.

IT Director — is responsible for:

e Maintaining the risk register

e Mitigating threats as agreed as well as

e Contributing to each risk assessment cycle.

IT Team members are responsible for reporting any potential threats and vulnerability to the IT

director for inclusion in the risk register.

Application and System Owners

¢ |dentification of risk scenarios for analysis

e Mitigation planning

¢ Remediation of risk findings as agreed during prioritization and reporting.

Business and Product Management team

¢ |dentification of risk scenarios for analysis.

e Assistance in forecasting risk likelihood and impact for estimation purposes.



