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Introduction 

Information Systems process and store data. Loss or corruption of this and system configuration data 
could severely impact the Universities day-to-day business. Data loss and corruption may occur because 
of a bad actor, through actions such as ransomware attacks or because of human error such as a data 
processor or administrator invertedly deleting a database table or a file share. As a result, it is important 
that data and configurations are backed up to a secure offsite location to ensure the availability and 
integrity of university data and operations. Additionally, those backups should be air gapped or 
immutable in nature to prevent threat actors from modifying or encrypting them to deny University 
access. 

Objective 

The Objective of this policy is to define the minimum measures that must be put in place to protect the 
data’s integrity and availability. 

Policy Statement 

General 

All systems that hold and store University data regardless of classification are to be protected by a 
backup system or service that at a minimum is required to perform a daily incremental, twice weekly full 
backup or equivalent. The minimum retention period for each of these are as follows: 

Type Low Priority Systems High Priority Systems 
Daily Incremental 30-days 30-days 

Weekly Full 30-days 30-days 

In addition to the above holistic backups, certain data sets such as financial and health care records are 
subject to legally required archiving.  

All system configurations are to be captured systematically and subject to the same data protection 
measures. 

All backups are to be encrypted to preserve the confidentiality of the data contained within them. 

All backups are to include an offsite copy. 

All backups are to be captured and either taken offline to implement an air gap or sent to immutable 
write once read many times media. This is to ensure bad actors cannot modify, delete, or encrypt the 
backup to deny access. 

A test restore is to be performed bi-annually for all IT systems to ensure not only the integrity of the 
backups but that the restore process is operational. 




